MKOY «KypkuHckasi cpeHsisi 001meo0pasoBaTejibHass MKoJa Ne2)y

ITPUKA3
or 11.01.2021r Ne 14/01

. Kypkuno

B coorBerctBun ¢ ®epepanbHbiM  3akoHOM  OT 27 utons 2006 roxa
Ne 149-®3 «O6 undpopmanuu, UHPOPMAIMOHHBIX TEXHOJOTHUSIX U O 3allUTE
uHpopmaruuy, Ha ocHoBaHuM YcraBa MKOY «KCOII Ne2y ,

IPpHKAa3bBIBalo.

1. VYTBEepAUT,  HMHCTPYKIMIO IO  AHTUBUPYCHOM  3allUTE B
uHpopmaIrmoHHbIX cuctemMax /st corpyaHukoB MKOY «KCOIH Ne2y.
2. KoHTposb Haj CTIOTHEHHEM JaHHOTO MPUKa3a OCTABJISIO 32 COOOM.

Jupexkrop MKOY «KCOIL Ne2»: JA.J1. Bo3Bbilaes



IIpunoxenue Ne _
K mpukasy ot «11» sasaps 2021 r. Ne14/0O/]

NHCTPYKLOUSA
10 aHTUBUPYCHOM 3anuTe B uHpopmarmonHbix cuctemMax MKOVY «KCOII Ne2y

1 OO011I1E TOJIOKEHUS

1.1  Hacrosmas  WHCTpykuus  mpeaHa3HaueHa Ui BCEX  COTPYIHUKOB
MYHUIIMIIAJIBHOTO Ka3eHHOro o001ieodpazoBaTenbHOro yupexaenus «KypkuHckas cpemHsis
obmeopazoBarenpHas mkona Ne2y (manee — MKOY «KCOIII No2y), mmeromux IOCTyNm K
nHpopmarnmonusiM cuctemam (MC) MKOVY «KCOII No2y.

1.2  UucTpykums ycTaHaBiuBaeT TpeOOBaHHMS M OTBETCTBEHHOCTb NPHU OpPraHU3ALUHU
3anUThl HHQOPMAIMH OT BO3ACHUCTBUS BPEAOHOCHBIX KOMITBIOTEPHBIX BUPYCOB.

1.3  UucTpyKums peryaupyeT BONPOCH OpraHW3allid AHTUBHPYCHOW 3aIUTBI U
TpeOOBaHUS K HOPSAIKY IPOBEIEHUS AaHTUBUPYCHOro KOHTpois mnpu pabore B UIC MKOVY
«KCOI No2y

2 ObecnieueHre AHTUBUPYCHOM 3aLIUThI

2.1  Tlopsamox opraHu3anyy aHTUBUPYCHOW 3aIUTHI.

2.1.1 Insa opranuzanuu antusupycHoi 3amutel UC MKOY «KCOUI Neyy nomyckaroTcst
K HCIOJB30BaHUIO TOJNbko  ceptuduimpoBanaeie @OCTOK  Poccum  ymMiieH3MOHHBIC
AQHTUBUPYCHBIE CPEJICTBA OOIIETO IPUMEHEHHUS.

2.1.2 AHTUBHpPYCHOE CpPEICTBO 3aIUTHl JOKHO OBITH YCTaHOBJICHO Ha BCE CpPEICTBA
BbrunciauTenbHol TexHuku (CBT) (mpu Hanmuuuu TEXHUYECKOW BO3MOXKHOCTH ), Bxoasuue B C
MKOY «KCOIII Ne2y.

2.13B UC MKOY «KCOLI Ne2y mpaBa mo ynpaBieHUIO (aJMHUHHUCTPUPOBAHUIO)
CpeACTBAaMH  aHTHUBHUPYCHOM  3aIIUTBl  MPEJOCTAaBIEHbl  TOJBKO  aJMHHUCTPATOPY
MH(POPMALIMOHHOM 0€30MacHOCTH.

2.1.4 Pa3paboTka M OCYIIECTBICHHE MEpONPHUATHHA MO MPOBEAECHUIO AHTUBUPYCHOIO
KOHTPOJISI OCYHIECTBIIIETCS OTBETCTBEHHBIM 3a 3alllUTy HMH(OpPMalMU C MpUBJIEUYEHUEM (IIpU
HEOOXOAMMOCTH) aJIMHUHHUCTpATOpa HHGOPMAIIMOHHOW O€30MaCHOCTH W /WIW CIECIHAIMCTOB
JUIEH3UPOBAHHOM OpraHu3aluu.

2.1.5 JIomKHOCTHBIE JHIIa HE TOJDKHBI ToIycKaTh nucnoib3oanus B UC MKOY «KCOIII
Ne2» mporpammHoOro oGecrneyeHus U JaHHBIX, HE CBA3AHHBIX C BBIOJHEHMEM JOJKHOCTHBIX
00s13aHHOCTEH.

2.1.6 B UC MKOY «KCOII Ne2» obecrnieunBaeTcsi LEHTPATU30BAHHOE YIIPABICHUE
(ycraHoBKa, ynaneHue, oOHOBIIEHHE, KOH(PUIYpHUpPOBaHUWE U KOHTPOJIb AKTyalbHOCTH BEpCUM
POrpaMMHOr0 00ecredyeHHsl CpPEeICTB AHTHUBUPYCHOW 3alllUThl) CpPEACTBAMH aHTHUBUPYCHOM
3aIUTHI, YCTaHOBJICHHBIMU Ha KOMITOHEHTax nH(pOPMaLMOHHON CHCTEMBI
(aBTOMaTU3UPOBAHHBIX PA0OUNX MECTaX).

2.1.7B UC MKOY «KCOIII Ne2y oOecrieuynBaeTcs IEHTPATM30BAaHHOE YIPaBIICHUE
0OHOBIIEHHEM 0a3bl ITaHHBIX MTPU3HAKOB BPEJOHOCHBIX KOMITBIOTEPHBIX MPOTrPaMM (BUPYCOB).

2.1.8 PacmipeHHbIi  aHTUBHUPYCHBIH  KOHTPOJb  HPOBOJUTCA  aJMHHHUCTPATOPOM
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nH(popManMOHHOW 0€30MacHOCTH HE PEKe OJHOTO paza B MECSI] M MPU HEOOXOJAMMOCTH, B
ClIy4ae MOJ03PEHUN B 3apayKEHUH BUPYCHOM IPOrpaMMOM.

2.1.9 Ilpu 3arpy3ke, OTKPBITMM WA HUCIOJIHEHUH OOBEKTOB ((hailyioB) M3 BHEUIHHX
UCTOYHHUKOB CpPEJICTBAMU AHTHUBHPYCHOW 3allUTHl MPOBOJUTCS AaBTOMATHYECKas IpPOBEpKa
00BeKTOB ((aiisoB).

2.1.10 B BuptryanpHOi HH(]pacTpyKType oOecreduBaeTCs peaju3aids W YIpPaBICHUE
AHTUBUPYCHOM 3aIUTOM:

2.1.10.1 npoBepka HaMM4YMUs BPEAOHOCHBIX IporpamMM (BHPYCOB) B  XOCTOBOM
OMEpAIMOHHON CHUCTeMe, BKJIIOYas KOHTPOJb (HaljoBOM CHUCTEMBI, MaMSTH, 3aIlyIIEHHBIX
IIPUJIOKEHUN U IIPOLIECCOB;

2.1.10.2 mpoBepka HamU4Ms BPEIOHOCHBIX MPOTPaMM B TOCTEBOH ONEpPAMOHHON
cucTeMe, B mpoiecce ee (HyHKIIMOHUPOBAHUS, BKIIOYasi KOHTPOIb (paillioBOM CHCTEMBI, TAMSTH,
3aIyLIEHHBIX IIPUIIOKEHUN U IIPOLIECCOB.

2.2  llopsanox mpoBeAeHUs] aHTUBUPYCHOTO KOHTPOJIS.

2.2.1 YcranaBnuBaeMoe (M3MEHsEMOE) IporpaMMHOE oOecleueHrue MpeaBapUTEeIIbHO
MpOBEpSETCsl aIMUHUCTPATOPOM HH(POPMAIIMOHHON O€30MacHOCTH Ha OTCYTCTBHE BHUPYCOB.
HenocpencTBeHHO mocie YCTaHOBKM (M3MEHEHHs) MPOTPaMMHOI0 00eCleYeHHs] KOMIIbIOTepa,
JOJDKHA OBITH BBIMIOJIHEHA AHTUBUPYCHAs MPOBEPKAa aJMHHHCTPATOPOM HWH(POPMAIMOHHOM
0€30MacHOCTH.

2.2.2 Ilpu 3arpy3ke KOMIIBIOTE€pA CPEICTBAMHU AHTUBHUPYCHOM 3aIIUTHI TPOBOIUTCS
AQHTHBHUPYCHBIN KOHTPOJIb B aBTOMAaTHYECKOM PEKHME.

2.2.31Ipn BO3HUKHOBEHUHM TIOJO3PECHUS Ha HaJM4Me KOMIIBIOTEPHOTO BHpYyca
(HetunuyHasi paboTa mMporpamm, MosiBIeHHE rpa@UuecKux U 3BYKOBBIX 3 (HEKTOB, UCKaKEHUN
JTaHHBIX, Tpornaganue ¢ailyioB, YacToe MOSBIEHUE COOOIICHUNH O CHCTEMHBIX OIIMOKaxX M T.II.)
nonb3oBareab UC MKOVY «KCOII Ne2y camocTOATENbHO WM BMECTE € aJIMUHUCTPATOPOM
nH(GOPMAIMOHHON 0€30MacHOCTH MPOBOJUT BHEOUEPEIHON AaHTUBUPYCHBIM KOHTPOIb CBOEH
paboueii cTaHIH [T OTIpe/esieHus (paKTa HATWYHS WIH OTCYTCTBHUSI KOMITBIOTEPHOTO BHpYCA.

2.2.4 B ciny4yae oOHapyXeHHs TpU MPOBEICHUN AaHTUBUPYCHOH MPOBEPKH 3apa)KEHHBIX
KOMIIBIOTEpHBIMU BUpycamu ¢aitioB noaszoBarenu UC MKOVY «KCOII Ne2» o06s13aHbI:

- IPUOCTAaHOBUTH paboTYy;

- HEMEIJIEHHO TIOCTaBUTh B M3BECTHOCTb O (akTe OOHApyKeHHs 3apa)kKeHHBIX
BUpycOM (halllIoB PYKOBOOUTENS M aJMUHHUCTparopa HWH(POPMAIMOHHON O€30MacHOCTH,
BJIaJIEJIbLIA 3apaXKEHHBIX (PaiiioB, a TAKXKe CMEXHBIE MOJIPa3/IeIeHNUs, UCIIONb3YIOIUE 3TH (Pailibl
B pabore;

-~ COBMECTHO C BJAJENbLEM 3apaKEHHBIX BUPYCOM (HaAIlIOB TPOBECTH aHAIH3
HEOOXOIMMOCTH JTATBHEHIIIEr0 X MCIIOIb30BaHMS,

-~ TIPOBECTH JICYCHHUE WM YHHUYTOKECHUE 3apaKCHHBIX (aiiioB;

- B cioydae OOHapyXeHHsS HOBOTO BHpYCa, HE NOIAIONIETOCS JICUCHUIO
OPUMEHSEMbIMH aHTHUBHPYCHBIMU CpEACTBAMH, HANPAaBUTh 3apaXCHHBIM BUpycoM Qaiin Ha
CbEMHOM HOcCHTeNe HH(POpPMAIMKU AJMHUHUCTPATOPY HWH(POPMAMOHHON Oe30macHOCTH IS
JanbHeHIel nepenayn ero B OpraHu3alnio, ¢ KOTOpOil 3aKiI0ueH JA0roBOp Ha aHTUBUPYCHYIO
MOIJEPKKY (MIPU HATTUYHH);

- no (axkTy oOHapyXeHMs 3apa)K€HHbIX BHPYCOM (aillIoB COCTABUThH CIIYKEOHYIO
3aMUCKy aJMHHHUCTPATOPY WH(OpPMAIMOHHON 0€30MacHOCTH, B KOTOPOW HEOOXOJUMO YKa3aTh
MPEOJIOKUTEIbHBIH UCTOUHUK (OTIpABUTENS, Biajeiblia U T.[.) 3apakeHHOro Qaiina, Tum
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3apaxeHHOTO (baiima, xapakTep conepkameiicss B (daite wuHPOpManuM, THUM BHUpYyca U
BBITOJIHEHHBIC AHTUBUPYCHBIE MEPOTIPUSATHSL.

2.3  OOGHoBneHue 0a3bl JaHHBIX MPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTPaMM
(BUpyCOB).

2.3.1 Anmunnctparop MHPOPMAITMOHHONW 0€30MacHOCTH OOecreynBaeT MOJy4YeHHE M3
JIOBEPCHHBIX MCTOYHUKOB M YCTaHOBKY OOHOBJICHHMH 0a3bl JAHHBIX MPH3HAKOB BPEIOHOCHBIX
KOMITBIOTEPHBIX TPOTpamMM (BUPYCOB).

2.3.2 KOoHTpOJb IEIOCTHOCTH OOHOBJICHMH 0a3bl JaHHBIX IPU3HAKOB BPEIOHOCHBIX
KOMITBIOTEPHBIX MTPOrpamMM (BUPYCOB) 00ECIICYMBACTCS ITyTEM aBTOMATHYECKOTO TIOJTYICHUS MU
NpeBapUTEIFHO CKAauYMBAaEMbIX OOHOBICHMH W3 O(HMIMAIBHBIX HCTOYHHMKOB, HampuMmep, ¢
cepBepa 0OHOBIICHHH MTPOU3BOAUTEISI AaHTUBUPYCHOT'O CPE/ICTBA.

3 OTBETCTBEHHOCTh IIpHU OpraHu3annnu aHTHBI/IPYCHOﬁ 3aIIUThI

3.1 OTBeTcTBEHHOCTH 3a opranuzauuio antTuBupycHoi 3amutel UC MKOY «KCOIII
Ne2» B coorBercTBUM ¢ TpeboBaHusAMU HacTosimed WHCTpykuuu Bo3naraercs Ha
aJMUHHCTpaTOpa HH(POPMAITMOHHOW 0€30ITaCHOCTH.

3.2 OTBeTCTBEHHOCTh 3a coOdrofeHue TpeboBaHUN Hacrosimed WMHcTpykuuu
BO3JIaraeTCsi Ha aJMHHHUCTpaTopa HH(pOpPMAaIMOHHON Oe3ormacHocTH, amMuHuctparopa MC
MKOY «KCOIII Ne2y u nons3oBatenelt, saxcmtyarupyomux 1C MKOY «KCOL Ne2»y

JIucT o3HaKOMJICHUS

C MHCTPYKIIMEW 10 aHTUBUPYCHOH 3amuTe B nHopMarmoHHbIX cucteMax MKOY «KCOILL
Ne2y
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